NMamaTtka Ana B3pocCnbIX
«besonacHbI UHTEepHET”

VYBaxaemble poaurenu! Ecmu Baum geru nombiyrores cetbio «HTepHeT™, Bhl, 6€3
COMHEHUS, OECIOKOUTECh O TOM, KaK yOepeub HMX OT HENPUSATHOCTEH, KOTOpPHIE MOTYT
NOJCTEpErarb BO «BCEMUPHOW MAyTUHE». 3HAYUTEILHOE PACHPOCTPAHEHHUE MATEpPHUAIOB B
cetn «HTEepHET», TPEAHA3HAYECHHBIX TOJILKO ISl B3POCIIBIX WM HEMPUEMJIIEMBIX IS JETEH
0 KaKOW-IM0O0 APYroil MpUUMHE, MOXKET JIETKO MPUBECTH K HETaTUBHBIM MOCJEICTBUSIM.

B nHactosiiee BpeMsi CuTyalus CKJIaIbIBaeTCsl TaKUM 00pa3oM, YTO KAl peOeHOK,
BBIXOIAIINHI B ceTh « IHTepHET», MOXKET MPOCMaTPHUBATh JIFOObIE MaTepUalIbl. A 3TO HACHIIHE,
nopHorpadus, CTpaHULIbI, MOATAIKMBAIOIIME MOJIOJASKb K CaMOYOUICTBaM, aHOPEKCHUH
(0TKa3 OT MpUeMa MUILK), YOUICTBaM, CTPAHUILIbI C HALIMOHATUCTUYECKO, SKCTPEMHUCTCKON U
OTKPOBEHHO (aIMCTCKON UIEOJOTHENW U MHOTO€ Ipyroe. YacTo ObIBaeT Tak, 4TO MPOCMOTP
TakoW WH(POPMAIIUK JTaKe HE 3aBHCHUT OT PeOCHKA, BEAh HA MHOTHX CalTaX OTOOpaKaroTCs
«BCILUTBIBAIOIIME OKHA», COJIEpPKAILME HETAaTUBHYIO I HECOBEPIIEHHOJIETHUX UH(POPMAILIHIO,
yaiie BCero NopHorpapuyecKkoro coaepraHusl.

Kpome Toro, B cetm HEpeaKO BCTPEUYAIOTCS JIFOJAU, KOTOPBIE IBITAIOTCSA C IOMOIIBIO
HNHurepHeTa BCTynare B KOHTAKT C JE€TbMU, MPECIEAYs OMACHBIE WIHA ITPOTUBOINPABHBIE I
pebeHka 1enu. 3J0YMBIIUICHHUKH UCIOAb3YIOT 3TH KaHalbl JUJII TOr0, YTOOBI 3aCTaBUThH
JeTell BBIAATh JMYHYI0 HH(GOPMAIMIO, BOBJIEYb HECOBEPIICHHOJETHHUX B COBEPIICHUE
ACOLMAIBHBIX U IPECTYIHBIX JECHCTBUN.

Mepsbl IpeI0CTOPOKHOCTH WJIH YTO HY’KHO IOMHUTH POJTUTEJSIM:

- yTOOBI TIpeocTepedh peOeHKa OT HEraTUBHOTO BO3AecTBUSI HTEpHETa, 00BICHUTE
JeTSIM PUHLKUI paboThl ceTu. HayunTte pedeHka nojib30BaThCs MOUCKOM B ceTH «IHTepHET.
[lokaxkute, Kak UCIOJIb30BATh PA3JIMUHbIE TOMCKOBBIE CUCTEMBI, B TOM YHUCJIE JETCKUE, IS
OCYIIIECTBJICHUS MOMCKA MO3HABATEILHOM U pPa3BUBAIOLICH /111 peOeHKa MHGOPMALIUY;

- peOeHOK JOJDKeH MOHMMaTh W MOMHHTH: HaxoxjaeHue B lHTepHeTre BO MHOTOM
HallOMUHAeT TMpeObiBaHWe B O0OmEcTBEHHOM MecTe. OMacHOCTH, TOACTEperaroIme
M0JIb30BATEIS, CXOXKU C PUCKOM, BO3HUKAIOIIMM IMPU OOLICHUU C Yy UMU ToabMu. Ecim
JETU JTUYHO HE 3HAIOT YEJIOBEKA, C KOTOPHIM OOIIAIOTCS B CETH, 3TO PAaBHOCUIIBHO OOIICHHIO
C HE3HAKOMIIEM B PEATbHOM KU3HHU, YTO 3aIPEUICHO;

- OyapTe Bcerja OCBEAOMIIEHBI O TOM, yeM 3aHuMarorcs Bamm getu B MHTepHere.
[lonpocute ux HayuuTh Bac mosib30BaThCs Pa3IMUHBIMU MPUIIOKEHUSIMH, KOTOPbIMU Bbl He
nonb3oBamuch panee. llocemaiite MuTepHer Bmecte ¢ aerbmu. [loompsiite neren
paccka3biBaTh Bam 00 ycrmexax u HeyJqadax B MPOIECCe OCBOCHUS CETH,

- TIOMOTHUTE JETSIM TMOHSITh, YTO HE CleAyeT pa3Mmemarh B HHTepHeTe JIMYHYIO
uHpopMalio 0 cede M CBOEH ceMbe: MOJIHbIE AHKETHbIE JIaHHbIE (CBOM JIMOO CBOUX
HECOBEPIICHHOJIETHUX Jpy3€ei), HOMep MOOWIbHOTO TenedoHa, JOMAIIHUM aapec, HOMeEp
IIIKOJIBI, MECTO PabOThl POAWTENCH, JOOYI0 APYIyH0 JIHYHYH0 HHOOPMAIMIO, a TaKXKe
JTeMOHCTpHUpoBaTh poTorpaduu (cBou U cembr). OOBSICHUTE, YTO JTFOOOH YEIIOBEK MOKET 3TO
YBUJIETh U UCTIOJIb30BATh B CBOUX LIEJISIX, 3a4aCTYIO IPOTUBOIIPABHBIX U aMOPAJIbHBIX;

- ecii Bam pebeHOK mMojydaeT chaM (HEXKENaTelIbHYI0 SJIEKTPOHHYIO T0YTY),
00BSICHUTE, YTO HE HYKHO BEPHUTHh HAIMCAHHOMY B TaKMX MHChMAax W HU B KOEM CiIydae He
CJIe/lyeT OTBE€YaTh Ha HUX;



- peOEHOK JTOJDKEH 3HATh, UTO HEJb35l OTKPBIBATh (Paiijibl, MPUCIAHHBIE HE3HAKOMBIMHU
JTIOIBMH, TIOCKOJBbKY OHH MOTYT COJEpXaTb BUPYCHl WM (POTO-, BUIACOMATEPUAIBI
HEMPUCTOMHOTO WJIM arpeCCUBHOTO cojeprkanus. [laiite moHATh peOEHKY, YTO HEKOTOPHIC
moau B MHTepHeTe MOryT rOBOPUThH HEMpaBay M ObITh HE TEMH, 32 KOro ceOsl BBIAAIOT.
Hayuute pebenka npoBepsiTh BCE€ TO, YTO OH BUAMUT U YyUTaeT B MIHTEpHETE;

- pacckaxute peOeHKy, 4yTo B VHTepHETEe BCTPEUAIOTCA U «XOPOUIUE», U IJIOXUEN
moau. OOBSICHUTE, OYEMY HE CTOUT JOO0aBISITh «B APY3bs» HE3HAKOMBIX JIFOJEH — OHH
MOTYT OBITh HE TEMH, 3a KOro ceds BoiaatoT. [Ipenynpenure pedeHka, 4TOObI OH HU B KOEM
cilyyae He corjamaics Ha BCTpeuu ¢ HTepHEeT-HE3HAKOMIaMU B PEaIbHOM KU3HU, ITPEXKIE
YeM HE MOCTaBUT B M3BECTHOCTh Bac wmmm OimM3kuX pojacTBEeHHHUKOB. IlocoBeryiite emy
obmarbcst B IHTEpHETE TOMBKO C TEMHU, C KEM OH JINYHO 3HAKOM;

- TpeaoCTeperuTe OT CKadyMBaHWs IUIaTHOM wuHGOpMalud, OCOOCHHO uepes
cMc-cooOmeHust. OObsICHUTE, OYEMY HE CTOUT OOpaliaTh BHUMaHUSl Ha SipKUe OaHHEpbI
C COOOILIEHUSIMU O BBIMTPHILIAX WM IPU3AX;

- TIOCTOSIHHO OOIIAaWTeCh CO CBOWMH JE€TbMH, PacCKa3bIBaWTe M COBETYHTE, Kak
IIPABWIBHO MOCTYNATh U PEarupoBaTh HA IEUCTBUSA IPYrux Jroaeu B lHTepHere;

- Hay4yuTe J€Tel MpaBWJIbHO pearupoBaTh, €CIU MX KTO-TO OOWJEN B CETH, WIM OHU
NOJIyYUJIM/HATONIKHYJIUCh HA arpecCHUBHBIA KOHTEHT, a TaKkKe JO0YI0 aMOpaIbHYIO
nHdopmanmro. Pacckaxute, KyJia B ToJ00HOM clTydae OHU MOTYT OOpaTHTHCS;

- yoenuTech, 4YTO Ha KOMIIbIOTEpE, KOTOPBIM MOJIL3YIOTCS Baim netd, ycTaHOBIIEHBI
Y TIPaBWJILHO HACTPOEHBI CPEICTBA (PHIILTPALUH.

Poauresibckuii KOHTPOJIb — 3TO OTPAaHUYEHUE JOCTyNMa JETeM W MNOJAPOCTKOB
K HeXenarenbHbIM caitam B HMHrepHere. POIUTENBCKUM KOHTPOJb MOXET HE TOJIBKO
0JIOKMpPOBATh JOCTYI K TaKMUM CaiiTaM, HO M OTpPaHUYUBAaTh UCIOJIb30BaHUEe MHTEepHeTa 1o
BPEMEHU CYTOK, JHSM HENENM WIM JUIMTEIbHOCTU ceaHca. CylecTBYeT MHOXECTBO
nporpaMm U (QUIBTPOB, cpenau HHUX: aHTHBHpyc Kacmepckoro ¢ BO3MOXKHOCTIMU
poautensckoro kouTpoJisi — «Kaspersky Internet Security», nporpamma-¢unstp «NetPolicey,
nporpamMmma-¢puinbTp «Mutepuer LleHzop», denaepanbHas nmporpamma JIETCKOTO MHTEpHETa
«I'oryms» u gpyrue;

- NPUYYUTE JETEW, YTO OHMU JOJDKHBI IOCEHIATh TOJIBKO TE€ CalThl, KOTOpbIE BbI
pa3penmiy, TO €CTh CO3JIaiiTe JJii HHUX TaK Ha3bIBaeMbIi «OE€NbIi» CHHCOK CalWTOB B
HNuTepHeTe ¢ MOMOIIBIO CPENICTB POAUTENBCKOTO KOHTPOJIS;

- HAy4yuTe Bamero peOcHKa YBWKEHUIO M OTHKETY B TMPOIECCE TMOJIb30BAHUS
WNutepuerom. Ilompocutre peOeHka HE MPOBOIUPOBATH KOH(MIUKTHBIE CHUTyallud M
OTHOCHUTBCS K IPYTUM TOJIL30BATEISIM TaK K€, KaK OH XO0Tes Obl, 4TOOBI OTHOCWIHCH K HEMY
camoMy. OOBACHUTE, YTO HHU TMPU KaKUX OOCTOSATENbCTBAX HE CTOUT pa3Melarh
IIPOBOKAITMOHHBIN MaTepHall U HE PACTIPOCTPAHSITH IT0 YbEH-TNO0 TPOCHhOE HHPOPMAITMOHHBIE
U arpecCUBHO-HACTpOEHHbIE cooOteHus. MHupopmarius, BeiioxxeHHast B IHTepHeT, 10CTyIHA
BCEM U MOXKET OBITh UCMOJIb30BaHa B JIFOOBIX, B TOM YHUCJIE, MOIIICHHUYECKUX TIEJISIX.

Pacckaxure nersim npaBuia 0esonacHoro MnrepHera:

- HAKOMY M HHMKOTJa He pa3rijamaid cBou napoiu. OHU — TBOM IJIaBHBIM CEKpET.
[Ipunymaii cBOW YHUKAQJIbHBIM Napojib, O KOTOPOM HHUKTO HE CMOXKET aoraaarbcs. He



3anuchiBail mapoiau Ha OyMaxkkaxX, HE XpaHU MX B OTKpPBITOM joctyne. He oTnpasiisii cBou
IIAPOJIX T10 JIEKTPOHHOU I10YTE;

- IIPY PETUCTPALMU HA CalTaxX U B COLMAIBHBIX CETAX CTapaucs HE YKa3bIBaTh JINYHYIO
uHbopMaIuio (CBoM (paMusHio, UMsi OTIYECTBO, HOMEp TeleoHa, aIpec MecTa KUTEIbLCTBA,
IIKOJIbI, MECTO PAaOOTHI POJAUTENEH U IPYroe) — OHA MOXKET OBITh JOCTYITHA BCEM, JJaXkKe TEM,
KOT'O Thl HE 3HACIIIb;

- MOMHH, 4TO (hoTOrpadus, pazmelieHHas B IHTepHeTe J0CTyIHA 111 IPOCMOTPA BCEM.
Crapaiics He pa3Menath PoTo, Ha KOTOPHIX U300paXKeHa TBOS CEMbS, IIKOJIA, TOM U Jpyrue
JIMYHBIE JTAHHBIE;

- HE BCTPEYaMCs C TEMH, C KEM Thl 3HAKOMHUILLCS JUIIb B IHTEpHETE;

- IOMHH, YTO MHOTHE JIFOAM paccka3biBaloT 0 ceOe B IHTepHeTe HelpaBay, B TOM YUCTIE
CBEJICHHS O BO3PACTE U MOJOBOW MPHUHAIIEKHOCTH;

- B VlHTepHeTe U COUMANbHBIX CETAX CTapaics oOlAaTbCs TOJBKO C TEMH, C KEM Thl
AU4YHO 3HakoM. [TogyMaii 1 MOCOBETYIICS ¢ pOAUTENSIMHU, TPEXKIE YEM 100aBUTh HE3HAKOMOIO
YesioBeKa K cede B CIHCOK «JIpy3ei»;

- HE HCMOJb3yHd BeO-KaMmepy Mpu OOIIEHHMH C HE3HAKOMBIMU JIOJIbMHU, MOMHU O
HEOOXOAMMOCTH COXPAHATh IUCTAHLIMIO C HE3HAKOMIIAMU;

- yBaxail cooecenHnkoB B MHTepHere. HUKOrga u HU npu Kakux 0OCTOSATENbCTBAX HE
yIpOXKal JPyruM, HE pa3Mellad arpeCCUBHBIA M NPOBOKAIMOHHBIM Marepual. byab
npyxemoOeH. He rpyou;

- HE BCTyIall B HE3HAKOMbIE€ COOOIIECTBA U HE PACMIPOCTPaHsAN 1O yeh-mubo mpocboe
UH(POPMAITMOHHBIE, TPOBOKAIIMOHHBIC M arpeCCHUBHO -HACTPOCHHBIE MaTEPUAIIBI U COOOIICHHUS

- HE BCE, YTO Thl MOJKEUIb MMPOYECTh WIM YBUIETh B HHTEpHETE — Npasaa. He neHucs u
nepenpoBepsit HHPOpMaLKIO B APYTUX MOUCKOBBIX CUCTEMAX UM CIIPOCH Y POJUTENEH;

- [IOMHH, YTO CYLIECTBYIOT CalThl, HENPEIHA3HAYEHHBIE 11 IETEH, HE 3aX01 HA CAUThI
«IUIsl T€X, KTO cTapiue 18 yier», Ha HENPUIMYHBIE U arpECCUBHO HACTPOCHHBIE CanThl. Ecim
Thl TIOTIAJI HA TAaKOW CaWT 1O CCBUIKE, 3aKpOW CBOW Opay3ep, HCIOJb3YS KIaBHIIH
“ctrialt+delete”;

- PacCKaXu BCE, YTO Tbl YBUJEN, BBIYYWJ WM y3Hal HOBOTO B3pociomy. [loBepsiit
CBOUM POJHUTENSM, ITIOCKOJBKY TOJIBKO OHM CMOTYT IIOMOYb B TPYJTHOU CUTYallUU;

- HUKOT/1a HE YKa3bIBall CBOM HOMEp TeedoHa WIH JICKTPOHHBIN aapec, He OTIPaBIIH
C HEro cMc-cooOllleHus Ha He3HakoMmble HoMepa B HMHurepHere. Ecmu Tebe mnpumuio
COOOIIEHNE C HE3HAKOMOTO aJpeca, €ro Jy4dlle HE OTKPbIBATh;

- ecJu Tede MOKa3aI0Ch, YTO TBOU APY3bs OTIPABIISIOT TeOe «CTPaHHYI0» UH(DOPMAIIHIO
WM TIPOTPAMMBI, IEPECTIPOCH Y HUX, OTIPABIISIIM JIU OHU TeOe Kakue-moo ¢aitnbl. MHorna
MOIUEHHUKNA MOTYT JE€HCTBOBAaTh OT MMEHM YYXKHX JIOJIEH, B TOM YMCJE TBOMX JAPY3€H U
POJICTBEHHUKOB;

- €CJIM Thl XO4Yellb KyNMuTh B VHTepHETe Kakyro-muOo YCIyry WM Urpy, oOpaTtuch K
B3pociioMy. OH moackaxeT Tede, Kak n30eKaTh MOIIICHHIYECTBA,;

- HE 3arpyxai ¢ailsipl, MporpaMMbl WIA MY3bIKYy 0€3 cOrjiacusi B3pOCIbIX — OHU MOTYT
COJIEpPKaTh BUPYCHI U MPUYHUHSAT BPEIl KOMIIBIOTEDY.

Yro genath, ecau pedeHOK BCe Ke CTOJKHYJICH ¢ KAKMMHU-JIH00 PUCKAMM

YCTaHOBUTE MOJOKUTEIBHBIA 3MOLMOHAIBHBIM KOHTAKT C PEOEHKOM, PacIOJIOKUTE
€ro K pa3roBOpy O TOM, YTO CIIy4ymiioch. Pacckaxure, 4To Bbl 00€CIIOKOEHBI TEM, UTO C HUM



npoucxoaut. PeOEHOK NOJDKEeH BaM JIOBEPATh M 3HATh, YTO BbI XOTUTE pa3o0Oparhbes
B CUTYaIlMH U TIOMOYb €MY, a HE HaKa3aTh.

[locTapaiitech BHUMATEIbHO BBICIYIIATh paccka3 peOeHKa O MPOU3O0IIEAIEM, YTOObI
MOHSTHh HACKOJIBKO CEPhE3HO CIYYHBIIIEECS MOTJIO IMOBIHUATH HA HETO.

Ecim peGeHoK paccTpoeH 4YeM-TO YBHJIEHHBIM (HAmpuMep, KTO-TO B3JIOMall €ro
npoduiib B COLMATBHON CETH) WM NONal B HENPUATHYIO CUTYalUIO (TOTpaTWi Ballld WU
CBOU JIEHBI'HM B pe3yJbTaTe€ WHTEPHET-MOIIEHHUYECTBA MU Tpoyee) — MOCTapalTeCh €ro
YCTIOKOWTh. BMecTe ¢ HUM pazbepuTech B CUTYAIMH: YTO MPUBEIO K JaHHOMY Pe3yJbTary,
Kakye HEeBEpPHBIC JCHCTBUS COBEPIIIIII caM PEOEHOK, a TJIe BBl HE pacCKa3alld eMy O MpaBuax
6e3onacHoctu B Murepuete. [IpoBenure «paboTy Hax ommOKaMu» U 0OBSICHUTE PEOCHKY,
Kak 00e30MmacuTh ce0s OT HETaTUBHBIX (hakTopoB MHTEpHETA.

Ecim cutyanmst cBa3aHa ¢ HacwimeM B MHTepHETE MO OTHOIICHHIO K pPEOEHKY,
TO HEOOXOJAMMO BBISICHUTH HMHpoOpMalmio 00 arpeccope, BbIACHUTb HCTOPHUIO
B3aMMOOTHOIICHUH peOeHKa M arpeccopa, BBIACHUTH CYIIECTBYET JIM JOTOBOPEHHOCTD
0 BCTpEuY€ B pEaIbHOM KM3HU; Y3HATh ObUIM JIU TaKUE€ BCTPEUM U YTO M3BECTHO arpeccopy
0 pebenke (peanbHOE UM, haMumus, aapec, TenedoH, HOMEp IIKOJIBI U TOMY IOJI00HOE),
ECTKO HacTaWBalTe Ha M30EraHWM BCTpPEY C HE3HAKOMIAMH, OCOOCHHO 0O€3 CBHIETENEH,
NpOBEpPHTE BCE HOBBIE KOHTAKTHI PEOCHKA 3a MOCTEHEE BpEMSI.

Cobepute HanboJree MOIHYI0 MHGQOPMAIMIO O MPOMCIIECTBHU KaK CO CJIOB peOCHKA,

TaK W C MOMOIIBIO TEXHUYECKUX CPEJICTB: 3alJUTe HA CTPAHWIIBI CaiiTa, TIe OBLI Ball
peOCHOK, MMOCMOTPUTE CIHCOK €ro Npysei, mpoutute coobuienus. [Ipu HeobxoanmmocTu
CKOIMUPYHTE U COXPAHUTE 3Ty MHPOPMAIMIO — B JATbHEHIIIEM 3TO MOXET BaM MPUTOUTHCS
(HanpuMep, A 0OpalIeHUs B IPAaBOOXPAHUTENILHBIE OPTaHbI).
Ecim BBl He yBepeHBI B OIIEHKE CEPbE3HOCTH IMPOM3OIMICAIIETO C BallUM PEOSHKOM, WU
OH HEeJIOCTAaTOYHO OTKPOBEHEH (HE TOTOB UATH HA KOHTAKT), WJIM Bl HE 3HACTE KaK MOCTYIHUTh
B JIaHHOM CUTyalluu — oOpaTurech K crenuamucram (tenedoH JoBepHs, Topsyas JUHUS
u apyroe). Bam nagyt pekoMeHmauuu o TOM, KyZla UM B Kakoi (opme oOpaTuThCs, €ciiu
TpeOyeTcss BMEIIATEJIbCTBO  JIPYTUX  CIyxk0 W  OpraHu3auui, B TOM YHCIIE
MPaBOOXPAHUTEIHHBIX OPTAHOB.

oauTenbHbl online!




